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Abstract. We present two reduction algorithms for polynomials to the end of an efficient implementation of
arithmetic operations in finite fields of large size. These are the version for polynomials of two algorithms
originally conceived for integers: a refinement of Barrett’s reduction algorithm and the Montgomery’s
reduction algorithm. The analogy between the polynomial and the integer version suggests a way to design

dual mode arithmetic devices that can operate on both algebraic structures.

1. Introduction

For cryptographic applications it is very important to perform in an efficient way
arithmetic operations in finite fields of large size. Due especially to the use of elliptic
curves in cryptography, like in the Diffie-Hellman key exchange algorithm [10] or in some
signature schemes (see [13]), in the last years there has been much work and progress
towards fast software and hardware implementations of the arithmetic operations of the
field GF(2"), for large n ([11, [2], [3], [7], [8], [12], [15], [16]). When using polynomial
representation for the finite field, the basic and expensive operation is the reduction modulo
a fixed irreducible polynomial of high degree. The aim of this note is to present Barrett and
Montgomery type reduction algorithms for polynomials. Montgomery type multiplication
in finite fields is already proposed in [12] and we do not have any real novelty to add.
However we decided to include here also the Montgomery type reduction algorithm RID-2
because it comes naturally, and in a simple way, from a certain algebraic frame, together
with the Barrett type one. The latter, which we call RID-1, has a very similar structure of
RID-2, but it has the advantage of giving as an output the required result, avoiding the final
multiplication typical in the Montgomery reduction.

RID-1 presents a strong analogy with a multi-iteration refinement of Barrett’s algorithm
([4]) for integers given in [5] and [6]. This would also suggest a way to design arithmetic



devices that can operate both on polynomials and integers, simply by switching from the
polynomial addition mode to the integer one. Such devices would be useful for instance in
some applications related to elliptic curves, like the implementation of the Diffie-Hellman
key exchange algorithm, where finite field arithmetic is needed, together with a signature
scheme, where also modular arithmetic comes in.

We remark that some adaptations of Montgomery’s original algorithm ([14]) to
polynomials appear also in [9], one done in only one step and the other done one bit by
one bit, with a clear generalization to a word-level algorithm using lookup tables. On the
other hand an adaptation of Barrett’s original work to polynomials is already contained in
[9] where the reduction is done in just one step. A Barrett type algorithm for polynomials
with more than one step is proposed in [8], but they need a pre-calculated lookup table,
limiting the length of the pace according to memory requirements, and also in [16] where
they use a particular trinomial as modulo. Algorithm RID-1 is in fact similar to the one in
[8] but it does not need lookup tables and it has a flexible pace size. Also it reduces to the
one in [16] for that particular choice of the modulo.

The key ingredient of both algorithms is an “approximation” of the inverse of the
modulo in the field of formal power series in y and y' truncated either to the left (in the case
of RID-1) or to the right (in the case of RID-2). In Section 2 we give an overview of the
algebraic objects for completeness and for convenience of the reader, even if one does not
strictly need all this formalism. These approximations are the analogous for polynomials of
the ones given respectively by Bucci-Di Porto and Montgomery. Once we have done that,
the algorithms, which are exposed with proofs in Section 3, work at the same way as the
ones for integers, of course after changing the underlying addition.

2. Algebraic Preliminaries

Let F' be a field. In the applications it is particularly interesting the case F'=Z, the field of
integers modulo 2.

We recall some definitions from algebra. In practice our algorithm does not strictly need
the language and the results we will mention and therefore we will be kind of sketchy here.
However we felt that the algebraic frame, in which the algorithm can be put, is worth to be
shown.

We would like first to consider the (local) ring of formal power series, denoted by F[[x]].

A typical element of F[[x]] can be written as } 4, x', with a,[JF. We have an obvious
=0

00

inclusion Fx]OF[[x]]. The sum of two elements ¥ q:x', S b x' OF[[x]]is ¥ (ai +b)x'
=0 =0 =0

00

and the product is ZCixia where ¢ = zakb,._k.We recall also that an element
=0 k=0



/= a;x'OF[[x]] has an inverse if and only if a,#0. Indeed if a,#0, then we can find
i=0

g=> b; X OF[[x]] such that g/=fg=1,, by taking b,=a," and then by solving recursively the
i=0

system Y g, b, =0. The viceversa is easier (see for example [11], Ch. III).
k=0

Now we set some terminology, which we do not pretend to be standard, but which is
convenient to the end of the paper. Let us consider a formal power series in x and x”, which

+o00

can be written as Z= 3 z; x'. If z=0 for all k>d, we say that Z has degree less than or equal

to d (note that d could be negative) and if moreover z,#0 then we say that Z has degree d. If
z,=0 for k<d, we say that Z has degree greater than or equal to d. For such an element Z, we
define, for an integer u,

uZ: z Zi xi

isu-1

the part of degree less than or equal to u-1 (of course, if deg(Z)=d and u<d, then ,Z=0), and

Zu: 2 Zixi
the part of degree greater than or equal to u (if u>deg(Z), we set Z, =0). We then may write
=7t Z,

Having said that, we consider F[[x, x"]] the set of formal power series in x and x" which
have only finitely many nonzero coefficients in the negative part, i.e. an element Z
belonging to F[x,x"']] can be written as

A Z Zixi
for a certain integer (positive or negative) r. F[[x, x"']] is actually a field, namely the field of
fractions of F[[x]]. Its construction, starting from F[[x]], is analogous to the construction of
rational numbers from integers (see again [11], Ch. III, for the definition of field of
fractions). F[[x]] is included in F[[x, x']] as the elements of degree greater than or equal to
0. The inverse of the element Z (supposing z,#0) is obtained by writing Z=x"Z", with
Z'0F[[x]] invertible in F[[x]], and so Z'=x"(Z")".

Similarly we have F[[y", y]], the field of formal power series in y" and y truncated to the
left, i.e. with bounded degree, which is the field of fractions of the ring of power series in y"
FI[v']]. An element S of F[[y", y]] can be written as

S= > si yi

i<p

for a certain integer (positive or negative) p.



We note that there is a transformation from F[[x, x']] to F[[y", y]] simply obtained
sending x to y"' and viceversa.
We will concentrate our attention on F[[y", y]], being F[[x, x']] very similar. Sums and

products are inherited from the ring of formal power series, namely if 3 g, yi and 3 p, yi

i<p i<q
are two elements of F[[y”, y]], with p=>q, then ZaiyiJr Zbiyi:Z(af+b,~)yi: and

i<p i<q i<p

(y aiyi)x( Zbiyi): zCiyi’ where ¢= % q,b;-
i<p i<q isp+q i’fh:[

Note that, if §=3 g, yi and 7=y p, yi, by definition of product we have the following

Isp i<q
property:
(1 1 ) (SX Dpw-(t-l):(Sp-(t-l)xTq-(t-l) g1
Similarly, if =¥ 4, x' and 7= p, x' belong to F[[x, x']], we have:
2p >q
(1.2) el SXT)= o (S %, D).

Now a polynomial C of degree n can be considered as an element of both F[[y", y]] and
F[[x, x']]. We are interested in finding the inverse of C in these fields. Let us do so
explicitly in F[[y", y]]. Write C=c,+c,y+...+cy", with ¢,20. The unique inverse of C has to
be of the form

B oAby b gy 4y

and the first thing we see is that b,=c¢,”. To find the other coefficients of B we set
b.cutb.c,=0

from which we find b,.,,. Then recursively we solve

b-nc(n-2)+b-(n+l it )+b—(n+2)cn:0

b-l1c(n-.v)+b-(n+l)C(n-x+l)+' . '+b-(n+x)cn:O

B is then again a truncated formal power series in y and y', with degree -n, i.e. an element of
F[[y", ¥]] and has the property that CxB=BXxC=1. Moreover the coefficients of the ¢
highest degrees of B, namely b,, b.,., ..., ..., depend only on the highest 7 coefficients of
C, C, Coiy -+ Couny- 1t makes sense then to consider the “approximation” of B=C"

B -r1-(t-1):b-(n+t-l)y R -+b.(n+2))f("+2)+b.<nmy _(nﬂ)'i_b-ny "



which can be computed only from C,,...,, and which satisfies the following property:
CXB.,.;=B...,*C=1+H with HOF[[y']] and deg(H)<-t ;'

i.e.

(1.3) (CXB., 1)t~ (B X C) (=1

Property (1.3) holds by construction.
Similarly, if we view C=c¢,+cx+...+cx" as an element of F[[x, x']] and we suppose,
which it will be true in the applications, that ¢,#0, we can find its inverse recursively in the

form
B=b;+bx+bx’+...
with b,=c,'#0, and its approximation B=b,t+b xtbx*+...+ b,,x“" has the property
Cx.B= BxC =1+K, with KOF[[x]] and <deg(K);’
ie.

(1.4) (Cx B)=(BXC)=1.

3. The Algorithms

We are given two polynomials D and C in the ring of polynomials with coefficients in F,
of degrees m and n respectively and we suppose m=n. The problem is to find the residue of
D mod C, i.e. to find a polynomial R, with degree of R strictly less than » such that

D=0QC+R

for a certain QUF[x].

The problem is fundamental in doing arithmetic of finite fields, viewing the elements of
the field as polynomials modulo a given fixed irreducible polynomial. For example the
Galois field with 2" elements may be realized as Z,[x]/AC), where C is an irreducible
polynomial of degree n.

Algorithm RID-1

We will work in the field F[[y", y]] and to simplify computations F will be Z,, the field
of integers modulo 2. Let us fix a positive integer . Suppose for simplicity that m=kz-1 and
n=ht-1, with k>h (see observations 2. and 3. below for generalizations).

We write

Dz(k-l)rD+D(k-l)t

C:(h- 1)tC+ C(h-l)t



with D, =d.,»"“""+...+d,.y"" and C.,=c ., """ +...+¢,.»"". In our case, where we
suppose d,,,#0 and c,.,,#0, these are the t most significant coefficients of D and C. The
approximation B, ., at the # highest coefficients of the inverse of C can be written as

_ “(ht-1)-(t-1) “(ht-1)-1 ~(ht-1)
B 1y )_b-(ht- 1) Y +...t b-(ht-l)- Y +b-(ht-l)y

and can pre-computed from C,,,,.

RID-1

1. X(0)=D

2. for i=1 to k-h

3. Y(i-1)=X(-1) 4y X B oy
4. X(@=X(-1)+Y(i- 1) xC
5. if deg(X(k-h))=deg(C) then

6. R=X(k-h)+C

7. else

8. R=X(k-h).

We remark that we do addition instead of subtraction being in a field of characteristic 2.
Also, in line 6, the computation to find R would be slightly different in characteristic
different from 2. Note that X(i) is a polynomial, for each i. At each step the algorithm
reduces the length of the operand of at least ¢ bits, the most significant ones, thank to
property (1.1) and (1.3).

Proof: We have to show that deg(X(i))<(k-i)t-1, for all i, supposing deg(X(i-1))<(k-i+1)z-1,
which is true for /=1. For this it is enough to show that

(Y (i -1 )(k-h-i)tH x C) (k-i)tZX (i -1 )(k-i)t'
But this is true because, having in mind property (1.1),

(Y (i -1 )(k—h-z‘)tﬂ x C)(k-i)t:(X (i' 1 )(k-i)th —(ht-l)-(t-l)x C)(k-i)t:

=(X(-1 )(k-i)tx(B—(ht-l)-(t-l)x C)-(t-]))(k-i)t'

And now, by property (1.3), we get what we need.



Algorithm RID-2
Here we work with F[[x, x']], where F is again Z,. Now we write

D=D+D,

C=C+C,

and B=b,+bxtbx’+...+ b,,x""the approximation of the inverse of C, which can be pre-
computed from ,C.

RID-2

1. X(0)=D

2. for i=1 to k-h

3. Y(i-1)=X(i-1)xB

4, X()=(X(i-1)+Y(i-1)xC)xx"
5. if deg(X(k-h))=deg(C) then

6. R'=X(k-h)+C

7. else

8. R'=X(k-h).

9. R=R"*x*"mod C.

Proof: At each step the algorithm reduces the length of the operand of at least # bits, the
least significant ones, thank to properties (1.2) and (1.4). First it is clear that
degX(i)<deg(X(i-1))-t, for each i. We have now to show that

deg(X(i-1)+,Y(i-1)XC)=t

for each i, so that X(7) is a polynomial, i.e. it has degree greater than or equal to zero. It is
enough to show that

t(tY(i-l)XC):rX(i-l)a
which is true, by properties (1.2) and (1.4). Indeed
(Y(E-1)xC)= (X(i-1)% BXC)= (X(i-1)x ( BxC))= X(i-1).

Lines 9 comes from the fact that, at each step, we multiply by x™.



Observations:

1. The final step of the algorithms, lines 5 to 8, is just one step of the algorithm itself
with =1. Note that in case of repeated multiplications in the finite field, as it is the case
in the applications, one could use X(k-/) to proceed and do this final step at the very
end.

2. If we suppose that deg(D)<kt-2 in RID-1 (this is indeed the case when performing
multiplication in the finite field Z,[x]/AC), where one first multiplies two polynomials of
degree less than or equal to /4z-2 getting a polynomial with degree less than or equal to
2ht-4 and then divides the result by C) we can proceed in a slightly different way,
avoiding the final anomalous step (line 5 to 8). Namely at each step we may take the
truncations X(i-1).,.,and Y(i-1) 4.5, which still represent the highest ¢ bits of the
quantities considered. One can check that the algorithm still works and that we
automatically get deg(X(k-h))<deg(C). This correspond to having divided D and C in a
certain number of segments of length 7 in a non-aligned way, i.e. shifted by one bit,
whereas in the algorithm as it was described the segmentation was aligned.

3. More generally RID-1 can be applied without the hypothesis n=ht-1 and m=kt-1,
which was made for clarity. The algorithm would still reduce the dividend length of # bits
at each step, with the restriction t<deg(X(i-1))-deg(C)+1 (so that the partial quotients
have degree greater than or equal to zero), until we get a result with degree strictly less
than C. One may even think of an algorithm with variable pace, by choosing at each step
a suitable 7, (always subject to #<deg(X(i-1))-deg(C)+1), and with the (theoretically non
strictly needed) further condition that the approximation of C"' remains equal at each
step. As an example of this one can look at the two step reduction algorithm contained
in [16] where at the first step =93, at the second /=61 and the approximation of C"is
in both cases equal to y'*.
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Notes:

1. This is the analogous of Bucci-Di Porto’s approximation of the inverse.
2. For a comparison with Montgomery note that ,B=(tCT] mod x'.
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